NudopmannoHHas namMATKA /I 00y4aOIIUXCH
C KaxJIbIM TOZIOM MOJIOJIC’KU B UHTEPHETE CTAHOBUTCSA OOJIbIIE, a ITKOJIBHUKHI
OIHA M3 CaMbIX AaKTUBHBIX IOJIb30Barener PyHera. Mexay Tem, NOMEUMO
OTPOMHOTO KOJIMYE€CTBA BO3MOXKHOCTEN, HHTEPHET HECET U MPoOJIeMbl. JTa MaMsiTKa
JIOJDKHA TOMOYb TeOe 0€30IacHO HaXOUTHCS B CETH.

Komnvromepnuie eupycul

KomnbroTepHblii BUPpYC - 3TO Pa3HOBUJIHOCTh KOMIIBIOTEPHBIX MPOrpamM,
OTIUYUTENIBHON OCOOCHHOCTBIO KOTOPOH SIBJISIETCS] CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nononnenue k 3TOMy, BUPYCHl MOTYT MOBPEAUTH WM MOJHOCTHIO YHUUTOXKHUTD
Bce (paiiyIbl ¥ JaHHBIE, TOJAKOHTPOJIBHBIC MOJIb30BATEN0, OT UMEHU KOTOPOTO ObLTa
3amylleHa 3apaKeHHas MporpamMma, a TaKke MOBPEAUTh WU JaXKe YHUUYTOXKUTh
ONEpalMOHHYI0 CUCTEMY CO BCeMHU (aillamu B 1eloM. B OONBIIMHCTBE ClydyaeB
PacIpOCTPAHSIOTCS BUPYCHI Ue€pe3 HHTEPHET.
MeTobI 3aITUThI OT BPEJIOHOCHBIX MTPOTPAMM:
1. ucmonb3yil COBpEMEHHBIC OIEPAIMOHHBIC CHUCTEMBbI, HUMEIONINE CEePbE3HBIN
YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX IPOrpaMM;
2. IOCTOSTHHO YCTaHaBIMBai nmauTu (MU POBbIC 3aIIaTKA, KOTOPHIE aBBTOMATUYECKU
YCTaHABJIMBAIOTCA C 1IEJIbIO IOPAa0OOTKU MPOTrpaMMBbl) U Apyrue oOHOBIEHUSI CBOEH
ornepanMoHHOM cucteMbl. CkayumBail WX TOJBKO C OQUIMAIBHOTO CcaiiTa
pa3zpabotunka OC. Ecnu cymiecTByeT peXMM aBTOMAaTHUYECKOrO0 OOHOBJICHUS,
BKJIFOYH €T0;
3. pabotaili Ha cBOeM KOMIIBIOTEPE IIOJ IMpaBaMU TOJb30BaTeNs, a He
aIMUHUCTPATOpa. ITO HE TMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
MHCTaJUIMPOBATHCS Ha TBOEM NIEPCOHAIBHOM KOMIIBIOTEPE;
4. wucnonb3yd  AHTUBUPYCHBIE  MPOTPAMMHBIE  MPOAYKTHl  HU3BECTHBIX
IIPOU3BOUTENIEH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;
5. orpaHu4b PU3UYECKUMN TOCTYI K KOMIBIOTEPY JUIsl TOCTOPOHHUX JIHII,
6. MCTI0JIB3YH BHEIITHUE HOCUTENIN HH(GOPMAIINH, TaKKe KaK (IIeIIKa, TUCK I (haii
U3 UHTEPHETA, TOJBKO U3 MIPOBEPEHHBIX HCTOUYHUKOB;
7. HE OTKpbIBall KOMIBIOTEPHBIC (haIbI, TOTYyUYEHHBIE U3 HEHAIC)KHBIX UCTOUHUKOB.
Jaxxe te (aitnpl, KOTOpBIE MpHUCHAT TBOW 3HAKOMBIA. Jlydiie yTouHu y Hero,
OTIPABJISUT JIU OH TEOE UX.

Cemu WI-FI

Wi-Fi - 310 He BuJ nepeaadn JaHHBIX, HE TEXHOJIOTHs, a BCETO JIMIIb OpeHI,
mapka. Eme B 1991 romgy HuaepnaHickas KOMITaHHS 3aperUCTpHpoBaia OpeH.
"WECA", uto o6o3nadano cioBocodetanue "Wireless Fidelity", koTopsrii
MepEeBOUTCA Kak "OecrpoBOAHAS TOYHOCTh".

Jlo Hamrero BpeMeHH JIoIuIa Apyras abopeBuarypa, KOTopast sSIBISETCS TaKOU
xe TexHojorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLJIO JAaHO C
HaMEKOM Ha CTaHJapT Bbicuiel 3BykoBo# Texuuku Hi-Fi, uTo B mepeBoje o3Hauaer
"BBICOKas TOUHOCTB".



Jla, OecrulaTHbIi MHTEPHET-AOCTYN B Kade, OTeNsIX M a’poroprax SBISIETCS
OTJIMYHON BO3MOKHOCTBIO BbIX0/1a B UHTEpHET. HO MHOTHE 3KCIEPThI CUUTAIOT, YTO
obmenoctynasie Wi-Fi ceTu He sABIsitOTCSI 6€30MaCHBIMU.

CoBeThI 10 0€30MacHOCTH PabOTHI B 00IIEAOCTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBOIO JIMUHYIO HHPOpMaIuio yepe3 obuienoctynusie Wi-Fi cetu.
PaboTast B HHX, KelaTeIbHO HE BBOJUTH MApOJIM JIOCTYIA, JIOTUHBI U KaKUE-TO
HOMEpA;

2. UCnoJib3yi U OOHOBIISI AHTUBUPYCHBIE MPOTPaMMBbI U OpaHaMayep. Tem caMbIM
Tl 00€e30maculllb ce0st OT 3aKauKu BUPYCa Ha TBOE YCTPOUCTBO;

3. npu ucnosnb3oBanun Wi-Fi otkmroun pynknuio "OOummit noctyn k daitnam u
npuntepam". JlanHass (GyHKUOUS 3aKphiTa MO YMOJYAHUIO, OJHAKO HEKOTOphIE
M0JIb30BaTENN aKTUBUPYIOT €€ JUIsl y100CTBa UCTIOIb30BaHUs B paboTe Uiu yueoe;
4. ve ucnonb3y nyonuunsid WI-FI ay1g nepegaun AMUHbBIX JaHHBIX, HAPUMEP JJI5
BBIXO/Ia B COLIMATIbHBIE CETH UJIM B JIEKTPOHHYIO MOUTY;

5. ucnosib3y# ToJIbKO 3amuiieHHoe coequuenue yepe3 HTTPS, a e HTTP, 1.e. ipu
Habope BeO-aapeca BBOAM UMeHHO "https://";

6. B MoOwibHOM TeneoHe oTkioun ¢yaknuto "Tlogknrouenne k  Wi-Fi
aBromarudecku". He nmomyckail aBTOMaTHYECKOTO MOJKIIOUYEHHS] YCTPOMCTBAa K
cersim Wi-Fi Ge3 TBoero cornacus.

Coyuanvhvie cemu

CornuanbHble CETH aKTUBHO BXOJST B HAIlly ’KU3Hb, MHOTHE JIOAN paboTaroT
M )KUBYT TaM TMOCTOSIHHO, a B Facebook y»xe 3apeructpupoBan MUUIHAP]] YEIIOBEK,
YTO SIBJISIETCS OJAHOM CEIbMOW BCEX JKUTENEH IJIaHEeThl. MHOTHE MOJIb30BaTENH HE
NOHUMAIOT, YTO MH(OpMAaIUs, pa3MelleHHas UMHU B COLMAJIBHBIX CETAX, MOXKET
ObITh HalJIeHA W WUCIOJb30BaHa KEM YTrOJHO, B TOM YHCJIE HE 0053aTEeNbHO C
0JlaruMu HaMepEHUSIMHU.
OcCHOBHBIE COBETHI MO OE30MACHOCTH B COIUATBHBIX CETAX:
1. orpaHWYb CIHUCOK JApy3ei. Y TeOsS B APY3bAX HE JOHKHO OBITh CIIyYalHBIX H
HE3HAKOMBIX JIFOCH;
2. 3amuMInan CBOIO YacTHYIO KW3Hb. He yka3wiBail maponu, TenedoHsl, aapeca, 1aTy
TBOETO POXKACHUS U APYTYIO JTUYHYI0 HHGOPMAIHIO. 3JIOYMBINIJICHHUKA MOTYT
MCIIOJIb30BaTh Jaxe WH(POpPMAIMIO O TOM, KaK Thl U TBOU POAMUTENIN TUIAHUPYETE
MIPOBECTU KAaHUKYJIbI;
3. 3amuiai CBOI peryTaIuio - IEp>KH €€ B YHUCTOTE U 3a/1aBail ce0e BOIpOC: XOTel
OBl THI, YTOOBI JAPYTHE TMOJI30BATEIM BUIEIH, YTO THI 3arpyxkaemsb? [lomymai,
MIPEXKJIe YEM UTO-TO OMyOTMKOBATh, HAMTMCATh U 3aTrPY3HTh;
4. ecnu ThI TOBOPHILB C JIKOJIbMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIB3YH CBOE PEATIBHOE
UMS U JIPYTYIO JINYHYI0 UH(POPMAIMH: UMSI, MECTO >KUTEIhCTBA, MECTO Y4eObl W
pouee;
5. m30eraii pasmemienust Qororpaduit B MHTepHeTe, rae Thl M300pakeH Ha
MECTHOCTH, [0 KOTOPOX MOKHO OINPEIECIINTh TBOE MECTOIOJIOKEHHUE;
6. IpU pErucTpaluu B COLMAIBHON CETHU HEOOXOJMMO HCIOJIb30BAThH CIOKHBIC
MapoJik, COCTOSALIME U3 OYKB U U(]p U ¢ KOJIMUYECTBOM 3HAKOB HE MEHee §;



7. MJid COLMAIBHOM CETH, MOYTHl M APYrMX CANTOB HEOOXOJMMO HMCHOJIB30BAThH
pasHble mapou. Toraa eciu Te€0s B3IOMAIOT, TO 3JI0YMBILIUIEHHUKH IIOIy4aT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

OnekmpoHHble Oenbeu

DNEeKTpOHHbIE JEHBIM - 3TO OYEHb YAOOHBIM crmocod miaTexeil, OJHaKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIC XOTAT MOJYYUTh 3TH JICHBIH.

DNEKTPOHHBIC JEHBI'M TOSIBUJIMCH COBCEM HEJJTaBHO M UMEHHO W3-3a ATOTO BO
MHOTHX TOCY/IapCTBaX J0 CUX IOP HE MPOIUCAHO MPO HUX B 3aKOHAX.

B Poccuu ke oHM GyHKIIMOHUPYIOT U O HUX YK€ TIPOMHUCAHO B 3aKOHE, TIC UX
pa3nensaoT Ha HECKOJIBKO BUIOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3Huiia B ToMm,
YTO AHOHUMHBIC - 3TO TE€, B KOTOPBIX pa3peliacTcsl MPOBOJUTH Omeparuu 0e3
UACHTH(UKAIIUK TI0JIb30BaTEIIsA, B HCAHOHUMHBIX WICHTU(PUKAIIHS TTOJIH30BATEIIS
SIBJISIETCSL 00513aTEIHHOM.

Taxxke cienyer pas3auvaTh dJEKTPOHHBIC (uaTHBIE JACHBIH (PaBHBI
rOCY/JIapCTBCHHBIM BaJIFOTaM) M JJICKTPOHHBIC HE(pUATHBIC JICHBIU (HE pPaBHBI
rOCY/IapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 O€30IaCHON PadOTe C AJIEKTPOHHBIMHU JICHBIAMMU:

1. IpUBSHXH K cueTy MOOMIIbHBIN TeledoH. DTO caMblil yIOOHBIN U OBICTPHBIN cr1OCO0
BOCCTAaHOBHThH JIOCTYIT K c4eTy. [IpuBsi3aHHbIN TelnedOoH MOMOXKET, eCIu 3a0yIeIib
CBOM IUIATEKHBIN MMAPOJIb WIK 3aiIeIIb Ha CAUT C HE3HAKOMOI'0 YCTPOWCTBA;

2. ucroJib3yi oiHOpa3oBkie napoiu. [locne nepexoia Ha YCHIEHHYIO aBTOPU3ALIUIO
TeOe yke He OyAeT YrpoxaTh ONacHOCTh Kpa)XXd WM TepexBara IUIATeKHOTO
naposs;

3. BbIOepU CIOXHBIN napodib. [Ipectynmuukam OyAeT He IPOCTO yrajaaTh CIOMXKHBIH
napoJib. Hanexueie maposu - 3To napoiiv, KOTOPBIE COAEpKaT HE MeHee 8§ 3HAKOB U
BKJIFOYAIOT B C€0S1 CTPOUYHBIE U MIPOMKMCHBIC OYKBBI, ITUGPHI U1 HECKOJIBKO CHMBOJIOB,
TaKhe KaK 3HaK Jojuiapa, (QyHTa, BOCKIMIATEIbHBIM 3HaK W T.m. Hampumep,
$tRONg!;;

4. He BBOJYW CBOM JIMUHBIC TaHHBIC HA caliTax, KOTOPHIM HE JIOBEPSCIIIb.

Anexmponnas nouma

DNEKTpOHHAS MOYTa - 3TO TEXHOJOTUSA U MPEIOCTABISEMbIE €10 YCIYTH IO
MEPECHIIKE U TOTYUYEHHUIO IEKTPOHHBIX COOOIIEHUHN, KOTOPBIC PACIPEESIOTCS B
KOMIBbIOTepHOH ceTh. OOBIYHO JJICKTPOHHBIA IMOYTOBBIA SIIUK  BBITJISIUT
CIeIYIONMM 00pa3oM: UMSI_TTOJTh30BaTEsI(@WUMsI_ToMeHa. Taxke KpoMme mepeadn
MPOCTOr0 TEKCTA, UMEETCSI BO3MOXXHOCTh MepeAaBath (pailiibl.
OCHOBHBIE COBETHI 110 OE30IMTaCHOM pabOTe C AICKTPOHHOU ITOYTOM:
1. Haymo BBIOpaTh MPaBUIIBHBIN MOYTOBBIA cepBUC. B MHTEpHETE €CTh OrpOMHBINM
BBIOOp OECIIATHBIX TMOYTOBBIX CEPBHCOB, OJIHAKO JIYYIE JTOBEPSATh TEM, KOTO
3HACIIb U KTO MEPBbIN B PEUTHUHTE;
2. He yKa3blBaili B JIMYHOW TmouTe JUYHYIO0 HHopmanuio. Hampumep, nyudiie
BbIOpaTh "My3bIKalbHbIA (haHaT@" niam "pok2013" BmecTo "Temal3";



3. HACNONB3YH ABYXATAMHYK aBTOPU3ALMIO. JTO KOIAA IOMHMO IApoOJisi HYXKHO
BBOJUTH KOJI, IPUChUIAEMBIN 110 SMS;

4. BbIOEPH CIIOKHBIN Mapoib. [ KakI0ro mMo4YTOBOIO SAIIUKA JT0KEH OBITH CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY IIapOJIb;

5. eci ecTh BO3MOKHOCTB HAIIUCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH ATY
BO3MOXXHOCTb;

6. UCHOJIb3y HECKOJBKO MOYTOBBIX SAMMKOB. [IepBbIi 111 YaCTHOW NEPENHCKHU C
azgpecaTaMy, KOTOPBIM Tbl JIOBEpSCHIb. JTO DSJEKTPOHHBIA aJIpec HE Halo
MCII0JIb30BaTh PU pErucTpaluu Ha GopyMax U cailTax;

7. He OTKpbIBai (hailibl U APYTrHE BIOKEHHUS B MUChMAaX, aXe €CJIM OHU MPUIINA OT
TBOMX Jpy3eil. Jlydie yTouHM y HUX, OTIPABIISUIIM JIU OHU TeOe 3TH (hailiibl;

8. mociie OKOHYaHHUsI PabOThl HAa MOYTOBOM CEpBUCE TEpe]] 3aKPhITHEM BKJIAJIKH C
caiiToM He 3a0yab HaXXaTh Ha "BeiiTu".

Kubepbynnune unu eupmyanvroe uzoesamenbcmeo

KubepOymmHar -  mpeciienoBaHUEe  COOOIICHUSMHU,  COJEpKAIIUMU
OoCKopOIIeHUS, arpeccuro, 3aIyruBaHue; XYJIUTaHCTBO; COILIMATbHOE
OOHKOTHPOBAHHE C MMOMOIIBIO PATUIHBIX HHTEPHET-CEPBUCOB.
OcHoBHBIE COBETHI O 60pbOE ¢ KUOEPOYILTUHTOM:
1. He Opocaiicsa B 00#. JIyummmii cioco0: MOCOBETOBAThLCS KaK ceOsi BECTH U, €CIIH
HET TOTr0, K KOMY MOXHO 00paTUTHLCS, TO BHAYaJle yCIIOKOUThCs. Eciu Thl HauHeb
OTBEUYaTh OCKOPOJICHUSIMH Ha OCKOPOJIEHUS, TO TOJIbKO elle OOoJblle pa30XiKellb
KOH(JIUKT;
2. ynpaBiisii cBoel kubeppernyTalnuei;
3. aHOHUMHOCTh B ceTH MHHMas. CyIlecTBYIOT CTIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHMMHBIM aKKayHTOM;
4. HE CTOWT BECTHU XYJIMTAHCKUN 00pa3 BUPTYyaIbHOM XKU3HU. IHTepHET hUKCUpYET
BCE TBOM JICUCTBHS M COXpaHSET UX. Y AaIUTh UX OYJET KpaiiHe 3aTpyIHUTEIHHO;
5. cobmroaii CBOXO BUPTYAJIBHYIO Y€CTh CMOJIONY;
6. UTHOPUPYH eNUMHUYHBIN HeraTuB. OJIHOPA30BbIE OCKOPOHUTENBbHBIE COOOIIECHUS
Jydrie UrHopupoBaTh. OOBIUHO arpeccus MpeKpaaeTcs Ha HaYaabHOU CTauH;
7. 6an arpeccopa. B mporpaMmmax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKHPOBKH OTIPABKA COOOIICHHHA C
OTIPEJICTICHHBIX aJIPECOB;
8. Ecim Th1 cBupeTrens kubepOyymHra. TBOWM JCHCTBUS: BBICTYMUTH TPOTUB
MpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBHS OIICHMBAIOTCS HETaTHUBHO,
MOJJIEPKaTh KEPTBY, KOTOPOW HY)KHA TICHXOJIOTHYECKas IMOMOIb, COOOIIHTH
B3pPOCIBIM O (haKTe arpecCUBHOTO MMOBE/ICHUS B CETH.

MobunvHwiti menegon

CoBpemeHHbIe cMapT(HOHBI U IJIAHIIETHI COIEPKAT B ceOe BIOIHE B3POCIbII
(GyHKIMOHANI, W TEnepb OHM MOTYT KOHKYPUPOBATh CO CTAallMOHAPHBIMU
KoMmmnbloTepamu. OTHaKO, CPEACTB 3alUTHI AJIsl MOJOOHBIX YCTPOMCTB MOKAa OUYEHB
MaJio. TecTupoOBaHME U TOUCK YA3BUMOCTEN B HUX IMPOUCXOAUT HE TAK HHTEHCUBHO,
kak ju1s [1K, To *e camoe kacaercs U MOOWJIbHBIX MPUITOKEHUH.



CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ TPAKTHYCCKH JTOTHAIH
HACTOJbHBIE aHAJIOTH, OJHAKO pacliupeHre ¢GyHKIMOHAIA BJIEYET 3a COo0oH
OOJBIIYIO CIIOKHOCTh M MEHBIITYIO 3aIUIICHHOCTb.

Jlaeko HE BCe MPOM3BOJMTEIN BBITYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIINC
KPUTHUYCCKUE YSI3BUMOCTH JIJISI CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI JIs1 0€30MaCHOCTU MOOMIIBHOTO TeleoHa:

1. HUYETro HE ABJIAETCS MO-HACTOAIIEMY OeCIUIaTHRIM. Byib OCTOpOKEH, Belb
Korjia TeOe mpeaiararoT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IUIATHBIC YCIYTH;

2. IyMmai, mpexjie yeM oTnpaBuTh SMS, ¢poTo umu Buaco. Thl TOYHO 3HACIIID,
rJic OHU OYIyT B KOHEYHOM UTOTE?

1. HeoO6X0aUMO OOHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

2. WCIIOJIb3yH aHTHBUPYCHBIC TPOTPAMMBI JJISI MOOMJIBHBIX TeJIe(OHOB;

3. He 3arpykai MPUJIOKEHUS OT HEM3BECTHOT'O HCTOYHUKA, BEAb OHU MOTYT
COJIEpKaTh BPEJOHOCHOE MTPOrPaMMHOE 00eCTICUeHHE;

4. mocie TOro Kak Thl BRIMICIIB C caiiTa, rJie BBOAMII JUYHYIO0 HH(pOpMAIIHIO,
3aiiIM B HACTPOMKU Opay3epa u yaanu cookies;

5. mepuoanYecKH MPOBEPSH, KAaKKME IUIATHBIC YCIYTd aKTHBUPOBAHBI HA TBOEM
HOMeEpE;

6. nmaBaii cBOM HOMEp MOOMIIBHOTO TejedoHa TOTBKO JIOSM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSICIIb;

7. bluetooth momxken OBITH BHIKIIFOUEH, KOT/Ia Thl UM HE MOJIb3yelibes. He
3a0bIBail MHOT]A TPOBEPATH ITO.

Online uepwi

CoBpeMeHHBIE  OHJIAWH-UTPBI - OTO  KPACOYHBIE, 3aXBaThIBAIOIINE
pa3BieyeHus, OOBEAMHSIONIME COTHU THICSY YEJIOBEK MO BceMy MHpy. Mrpoku
UCCJIENYIOT NAaHHBI UM MHp, OOIIAIOTCS APYT C APYrOM, BBITIONHSIOT 3a/JaHMs,
CPaKalOTCSI ¢ MOHCTpAaMU M TOJY4YalOT OMNBIT. 3a YyIOBOJBCTBHUE OHU TUIATAT:
MOKYMAIOT JUCK, OTNIAYMBAIOT a00OHEMEHT WJIM MMPUOOPETAIOT KAKUE-TO OIIIUH.

Bce 3Tu cpenctBa uAyT Ha NOJAJEPKAHUE U PA3BUTUE UTPBI, a TAKXKE HA cCaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBI aBTOPHU3AllUU, BBIMTYCKAIOTCS HOBBIC
natuu (u(poBbIe 3aIUIATKHU JJIS IPOTPAMM ), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B no1006HBIX UTpax CTOUT OIMAacaThCs HE CTOJIBKO CBOMX COMTEPHUKOB, CKOJIBKO
KpakKy TBOETO MapoJis, HA KOTOPOM OCHOBaHAa CHCTEMa aBTOPHU3alMU OOJIBIIMHCTBA
urp.

OcHOBHBIE COBETHI 110 O€30MIaCHOCTH TBOETO UTPOBOTO aKKayHTA!

1. eciim ;pyroii Mrpok BeAeT ceOs IUIOXO0 WM CO3/aeT TeOe HENpPUSATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. moXanyics agMUHUCTPATOpaM WIPhl Ha IJIOXO€ IOBEJIEHHE 3TOr0 HWIPOKa,
KEJNaTeTbHO MPUIIOKUTH KaKHe-TO T0KAa3aTeIhCTBA B BUJE CKPUHOB,;

3. He yKa3bIBail IMYHYI0 HHPOPMALMIO B TpOQaiiie urpol;

4. yBaxxail Ipyrux y4aCTHHUKOB MO UTPE;



5. He ycTaHaBIMBail Heo(HUIMATbHBIE TATYH U MOJIbI;

6. NCTIOJIB3YH CIIOKHBIE M pa3HbIE MapOJIu;

7. naxke BO BPEMS UI'Pbl HE CTOUT OTKJIIOYATh aHTUBHpYC. [Ioka ThI nrpaemnip, TBOM
KOMIIBIOTEP MOT'YT 3apPa3HTh.

Quuune unu Kpaxcea TUYHbIX OAGHHbIX

OObIYHOM Kpaxkel JeHEer U JOKYMEHTOB CETOJHs YK€ HHUKOrO He YIMBHUIIb,
HO C pAa3BUTHEM HMHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKHA IEPEMECTUINCH B
MHTEPHET, U MPOJOJKAIOT 3aHUMAThCs "mo0uMbIM" fenoM. Tak mosBuiIach HOBas
yrpo3a: UHTEPHET-MOLIEHHUYECTBA WU (DUILMHT, TJIaBHAS 11eJIb KOTOPOTO0 COCTOUT
B MOJyY€HUH KOH(PUICHIIMATBHBIX JaHHBIX MOJIb30BaTeNIel - JIOTMHOB U MapoJieH.
Ha anrnuiickoM si3bike phishing untaercs kak ¢pumunr (ot fishing - ppiOHas n0B,
password - mapoub).
OcHoBHBIE COBETHI IO 6OpHOE C QUITUHTOM:
1. cnenu 3a cBouM akkayHTOM. Eciu Thl mojo3peBaelib, YTO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKHUPOBATh €€ U COOOUIUTH AJMUHHUCTPATOPAM
pecypca 00 3TOM Kak MOXKHO CKOPEE;
2. ucnonp3yd Oe3omnacHele BeO-CaliThl, B TOM 4YHCJE, HUHTEPHET-Mara3uHoB U
IOMCKOBBIX CHUCTEM;
3. UCHoJIb3YH CIIOKHBIE U pa3Hble Mapoiau. Takum oOpa3oM, eciiu TeOsl B3IOMAIOT,
TO 3JI0YMBIIIJIEHHUKH MOIYyYaT JOCTYH TOJIBKO K OJHOMY TBOEMY IPOQUIIIO B CETH,
a He KO BCEM;
4. ecnu TeOs B3IOMANM, TO HEOOXOAMMO NIPENYNPENUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE 100aBIEHBI y T€0S B IPY3bsIX, O TOM, UTO T€0s B3JIOMaJIH U, BO3SMOYKHO, OT
TBOETO UMEHU OYJET pacchliaThCs ClIaM U CCbUIKM Ha (DUIIMHTOBBIE CANUTHI;
5. yctanoBu HajiexxHbIN mapostsk (PIN) Ha MoOMIBHBIN TenedoH;
6. OTKJIIOYM COXpaHEHUE MapoJisi B Opaysepe;
7. He OTKpBIBal (haiyIbl M APYTHE BIOKECHHS B MTMCbMaX, JIa)Ke €CJIM OHM MPHUIILIIH OT
TBOUX Jpy3eil. JIydine yTouHu y HUX, OTIIPABIISUIA JIX OHU TeOe ATU (aiIbl.

Lugposas penymayus

[Mudposas permyTarius - 5T0 HEraTUBHAS WU MO3UTHUBHAS HH(OPMAITHUS B CETH
o tebe. Kommpometupyrtomias undopmariusi, pa3MenieHHas B HMHTEPHETE, MOXKET
CEphEe3HBIM 00pa3oM OTpa3WThCs Ha TBOeW peanbHOU >ku3HU. "lludposas
penytanus" - 3T0 TBOM UMUK, KOTOPBIA (popmupyercs u3 unpopmaiuu o tede B
HUHTEpHETE.

TBoe MecTo KHUTENbCTBA, Yy4eObl, TBOE€ (DMHAHCOBOE IMIOJIOKECHUE,
O0COOEHHOCTH XapaKTepa M paccKas3bl O OJIM3KUX - BCE 3TO HAKAIIJIUBACTCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCSTCA K NyOJMKauuu JUYHOU
nHpopmanuu B MHTEpHETE, HE MOHMMAs BO3MOXKHBIX IMOCIASACTBUMA. ThI make He
CMOXKeEIIb A0TaaThCs 0 TOM, 4To QoTorpadus, pa3MellleHHas 5 JIeT Ha3al, cTaia
MPUYMHON OTKa3a NpUHSTH T€OS Ha padoTy.

KommenTtapuu, pazmenienre TBoux pororpaduii u aApyrue ACHCTBUS MOTYT
HE UCUYE3HYTh JIa’Ke MOCJE TOr0, KaK Thl X yJalullb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty UHGOpPMAIMIO, TIONAaJIa JIM OHA B IOMCKOBBIE CUCTEMBI U COXPAHUIIACH JIK OHA, a



IJIaBHOE: YTO MOJYMAIOT O TeOe OKPY’KAIOIIHE JIFOAH, KOTOPbIE HAUIYT U YBUAST
s10. Haiith nHpOpMannio MHOTO JIE€T CHOYCTS CMOXKET JI000M - Kak U3 J0OpbIX
noOyXA€HU, TaK U C HAMEPEHUEM NMPUUYUHUTH Bpea. ITO MOXKET ObITh KTO YTOJIHO.
OcCHOBHBIE COBETHI MO 3alIUTE HU(PPOBOI pemyTanuu:

1. mogymaii, mpexae 4em 4To-To MyOJIMKOBaTh U NepenaBaTh y ce0s B 0yiore wiu B
COIIMAJIbHOM CETH;

2. B HacTpoMkax npo¢uisi yCTaHOBU OTPaHUYECHHS Ha IPOCMOTP TBOETO Npoduiis u
€ro COAEP>KUMOTO0, CAeTIal €ro TOJNbKO "I Ipy3en';

3. He pa3Memail W He YyKa3biBaili WH(OpMAIUIO, KOTOpash MOXKET KOro-jauodo
OCKOPOJIATH WIJIK OOMKATh.

Aemopckoe npago

CoBpeMeHHBIC IIKOJBHUKM - aAKTHUBHBIC IOJB30BAaTEId  LH(PPOBOTO
npoctpancTBa. OAHAKO Jajeko HE BCE 3HAIOT, 4YTO IOJIb30BAHUE MHOTHMH
BO3MOXKHOCTSMHU  1IMGpPOBOro  mupa  TpeOyer  coONroAeHUs  TpaB  Ha
MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTEIEKTyajdbHass COOCTBEHHOCTBH'" OTHOCHUTCS K Pa3IUYHBIM
TBOPEHUSM YEJIOBEUECKOTr0 yMa, HauWHash C HOBBIX HM300pETEHUN UM 3HAKOB,
0003HaYAIONUX COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U 3aKaHUYMBAsT KHUTAMH,
dboTorpadusiMu, KHHOPUIBMAMH M MYy3bIKQJIbHBIMU TPOU3BEICHUSMHU.

ABTOpCKHE TpaBa - ATO MpaBa HA MHTEJUIEKTYallbHYI0O COOCTBEHHOCTH Ha
IPOU3BENICHNS HAYKH, JINTEPATYpbl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYNAIOT B
KayecTBE TapaHTHUU TOTO, YTO HHTEJUIEKTYaJbHBIN/TBOPUECKHUN TPyl aBTOpa HE
OyIeT HampacHbIM, JacT €My CIpaBeaJMBble BO3MOXKHOCTH 3apaboTaTth Ha
pe3ysbTaTax CBOETO TPyJa, MOJYyYUTh HM3BECTHOCTh M Mpu3HaHue. Hukrto 6e3
pa3pelleHus aBTOpa HE  MOXET BOCIPOM3BOJIUTH €ro  MNPOU3BEICHUE,
pacnpocTpaHsaTh, MNyOIMYHO JEMOHCTPUPOBATh, NPOJaBaTh, HMIIOPTUPOBATH,
MyCcKaTh B MPOKAT, MyOJWYHO HCIOIHATH, MOKA3bIBATH/UCHIONHATh B dUpE WIH
pa3memiath B MiHTepHETE.

Hcnons3oBanne "mUpaTrckoro" MpOrpaMMHOTO  OOECIICUCHHS  MOXKET
MPUBECTH K MHOTMM pHUCKaM: OT NOTEPH [JAHHBIX K TBOUM aKKayHTaM Ji0
OJIOKUPOBKH TBOETO YCTPOWMCTBA, IJie YCTAHOBJICHA HeJerainbHas mporpamma. He
CTOUT TaKKe 3a0bIBaTh, UTO CYIIECTBYIOT JIETaJbHbIE U O€CIUIaTHBIE MPOrPAMMBI,
KOTOpPBIE MOYKHO HAalTHU B CETH.

O nopmazrne

CeTeBU40K.p( - TBOM I'JTaBHBIN COBETUMK B CETH. 3/1€Ch Thl MOXEIIb Y3HATH
0 0€301MacHOCTH B CETH IMOHATHBIM M JIOCTYITHBIM SI3BIKOM, @ TIPH BO3HUKHOBEHUH
KPUTHYECKON CUTyalluM OOpAaTUTHhCS 3a COBETOM. A TakXe MPUHATH ydacTHE B
KOHKYpCaX M CTaTh CAaMbIM ITU(DPOBBIM I'PaKTaHUHOM !



